Privacy Impact Assessment

Name of System: Archives Document Review and Redaction System &
Unclassified Redaction and Tracking System

System’s Unique ID: ADRRES & URTS

SYSTEM APPLICATION/GENERAL INFORMATION:

1. What is the purpose of the system/application?

ADRRES allows for the indexing of all classified archival documents at NARA. This
includes documents undergoing systemic declassification, as well as documents requested
under the Freedom of Information Act (FOIA). The system also allows scanning and
subsequent redaction of classified documents requested under the FOIA, and tracks these
requests throughout the FOIA process. URTS has the same functions as ADRRES, but is
used for unclassified records.

2. What legal autherity authorizes the purchase or development of this
system/application?

41 U.S.C. Chaps 21. 29. and 31

DATA in the SYSTEM

1. Describe the information (data elements and fields) available in the system in the
following categories:

2. Employees
User ID and password.

b. External Users
N/A

c. Audit trail information (including employee log-in information)
The system audits all user logins, all administrative functions, and all application user
events such as viewing. inserting, deleting, and updating of information.

d. Other (describe)

Contact information of FOIA requesters is input and maintained in the system.

2. Describe/identify which data elements are obtained from files, databases,
individuals, or any other sources?



a. NARA operational records- FOIA requests and responses are both scanned into
ADRRES and URTS.

b. External users- N/A

¢. Employees- N/A

d. Other Federal agencies (list agency)- Both systems contain scanned archival
documents, which are received from Federal agencies consistent with approved
records schedules. Some records submitted contain personally identifiable
information.

e. State and local agencies (list agency)- N/A

f. Other third party source- N/A

3. Is each data element required for the business purpose of the system? Explain.

Yes. In order to properly track and respond to FOIA requests the contact information is
necessary.

4. How will data be verified for accuracy, timeliness, and completeness? What
steps or procedures are taken to ensure the data is current? Name the document
that outlines these procedures (e.g., data models, etc.).

Information on FOIA requesters is assumed accurate, since it is the requesters themselves
supplving the information. Additionally, any scanned images of archival documents are
assumed accurate upon being accessioned from the creating agency.

S. Is there another source for the data? Explain how that source is or is not used?

No.

ATTRIBUTES OF THE DATA

1. Will the system derive new data or create previously unavailable data about an
individual through aggregation from the information collected, and how will this be
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maintained and filed?
2. Will the new data be placed in the individual’s record?
N/A

3. Can the system make determinations about employees/public that would not be
possible without the new data?

Other than the fact that a FOIA request has been made, no new determinations are
possible through the systems.



4. How will the new data be verified for relevance and accuracy?
N/A

S. If the data is being consolidated, what controls are in place to protect the data
from unauthorized access or use?

Access is controlled by username and password. Additionally, all users of the system are
required to obtain at least a top secret clearance.

6. If processes are being consolidated, are the proper controls remaining in place to
protect the data and prevent unauthorized access? Explain.

See above response.
7. Generally, how will the data be retrieved by the user?

In the case of a declassification project file, data is typically retrieved by project number.
FOIA requests are retrieved by name or by a unique case file number.

8. Is the data is retrievable by a personal identifier such as a name, SSN or other
unique identifier? If yes, explain and list the identifiers that will be used to retrieve
information on an individual.

Data is retrievable by name.

9. What kinds of reports can be produced on individuals? What will be the use of
these reports? Whe will have access to them?

The log of FOIA requests may be searched to identifv all requests made by an individual.
10. What opportunities do individuals have to decline to provide information (Le.,
where providing information is voluntary) or to consent to particular uses of the

information (other than required or authorized uses), and how can individuals
grant consent?

In the case of a FOIA request. NARA is required to respond via mail. As such. a mailing
address is necessary.

11. Does the system ensure “due process” by allowing affected parties to respond to
any negative determination, prior to final action?

N/A.

MAINTENANCE AND ADMINISTRATIVE CONTROLS:







